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Pozpin I. 3ATAJIBHI ITOJIOKEHHSI

1.1, Ilonituka indopmaniitaol Gesmexn Ab «YKPTA3BAHK» (mani — [Tomituxa) €
BHYTpiHiM gokymentoM AB « YKPTA3BAHK» (nani — Bank), skuit Busuadac MeTy, 3aBJIaHHs,
cepy sacrocysamns iHpopmarniiinol Gesnexn Ta kifepsaxucty Bamky; sarambi IPUHLIKIIH,
BUMOTH, IpaBuia (OpranisallifiHuX [ TeXHIYHMX 3aXOiiB), IO HANpaBleHI HA 3aXHCT
IH(popManiinux axkTuBiB BaHKy, Bu3HaueHHs (YHKUiH | BigmoBimambHOCTI 33 3aGesmedeHHS
indopmaniiinoi 6e3nexu ta kibepsaxucry banky.

1.2, bamk BimHOCHTBCS 10 06’ €KTIB KPUTUYHOT iHDPACTPYKTYpH B GaHKIBCHKIM cucTeMmi
YxpaiHu, o BpaxoByeThest bankom B gactuni 3a6esneuenns kiGepszaxucry B Banky.

1.3, Ilomitika 0asyeThcss Ha BHUMOrax 3aKOHOJABYMX aKTiB YKpaiHH, HOPMATHBHO-
npaBoBux akTiB Hamiomanbmoro Oaxky VYxpainu 3 nuTaEb imdopmaniiiHol Gesmexu Ta
KibepOesreku Ta po3pobiiena 3 ypaxyBaHHsIM BIMOT;

- 3axony Ykpainu «IIpo ocnosri 3acanu 3abesneuens KiGepOesnexn YKpaian»,

- [Tornosxkenns mpo opranizamiio 3axouis i3 3aGesneuenns indopmaiiitnol Gesnexy B
OaHKIBCBKIA creTemi YKpaiHu, 3aTBepiRKEHOro noctaHosoo I[lpasminns Hanionamsaoro Gamky
Ykpainu Bix 28.09.2017 Ne95;

- ITonoxenns mpo 3axucT iHpopmanil Ta Kibep3axucT ydacHMKAMM IDIATHKHOIO
PUHKY, 3aTBepKkeHOoro nocranosoro Ilpasninns HanionansHoro Ganky Yipainu Big 19.05.2021
No43:

- [Tonosxxenns mpo opramizanito kibepsaxucry B GaHKIBCHKIN cmcremi Vkpainu Ta
BHECCHHS 3MiH 10 [lomoxkenHss mpo BH3HAYeHHS O0G'€KTIB KPUTHUUHOI IH(PACTPYKTYpH B
OauKIBCBHKiH cucTeMi Ykpailnw, 3arBep/ukeHOro rocranoporo [lpasninus HamiomansHoro 6amky
VYkpainu Bin 12.08.2022 Nel78;

- HallOHAJILHUX CTaHAapTiB YKpalHu 3 nuTadb indopmaniiinoi 6esnexn JCTY
ISO/IEC 27000:2019 «Iudopmaniitni Texuonorii. Meroan 3axmery. CHCTEMH KepyBAaHHS
inpopmaniitnoro  6Gesnexoro. Orsin 1 ciosuuk  tepminipy, JICTY ISO/IEC 27001:2023
«Ilnpopmaniiina Oesnmexa, xiGepbesnmexa Ta 3axucr koHdizenuifinocti., CucTeMu KepyBaHHS
inopmanifinoro Gesnexoro. Bumoru», JACTY ISO/IEC 27002:2023 «lupopmariiina Gesmexa,
kibepbesnexa Ta 3axucT KoHdineHuiftnocti. 3acobu KOHTPOIIOBaHHS iH(popMaLiitHoT GesneKuy;

- MDKHAPOJHUX CTAHNAPTIB 3 MUTaHb H(GOpMALifHOT Ge3MeKH, 3aralbHONPUIHATHX ¥
MDKHAPOIHIA NPaKkTHUi NPUHLMIIB 3a0e3rieyeH s iHpopmaniiinoi 6e3neku i kibep3axucry;

- IHIIX JoKyMmeHTiB Banky.
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Poznin II. BUBHAYEHHSI TEPMIHIB

bisnec-nponec — 1e cucreMaTHuHE i MOCITINOBHE BUKOHAHHS MEBHAX onepaniit (Qpyuxiii),
HANPaBJICHHIX Ha ONEPIKAHHA KOHKPETHOIO PE3ynbTaTy (IPOYKTY/TOCIYTH), [0 M€ IHHICTD IS
BHYTPILUHIX (TI0CA/I0BI 0COGH/CTPYKTYpHI ITiaposiny/mpariBHIKy banky) 1 30BHIHIX (KIicHTn
banky, inmi xommnanii, fep>xaBHi oprany i T.11.) CIOXKHUBAYIB.

Binnosizannna ocoba 3a indopmaniiiny 6esnexy Bauxy (Chief information security
officer, CISO) (mani — BO IB) — oco6a, sxa npusnauena Hakazom ['0JI0BH Ipapminns banky ta
Ma€ OBHOBAXCHHSI, NOCTATHI JUI HPUHAHSTTS YIIPABIIHCLKUX PilICHb.

3arposa (threat) — Oynp-sxi obcraBunn abo moxii, mo Moxyrs 6y IPHYUHOIO
NOPYIIEHHA KOHQIACHIIAHOCTI, uiticHoeTi, mocrynnocti ganux B Cucremax ICT Banky i/a6o
wanecenns 30utkiB Cucremam ICT Banky.

Inpopmaniiina Ge3mexa — GaraTopiBHEBHI KOMIUIEKC OpraHisamiffHux 3axojis banky,
IPOrpaMHUX, TEXHIYHMX 3acobiB, mo 3abesnedyroTh 3axucT iH(OpManii BiI BUNAAKOBHX Ta
HABMHICHMX 3arpos, y pe3ynbTari peajizamii SKuX MOXIIHBE IOPYIIEHHS IPUHIMINB Ge3rnexu:
JOCTYMHOCTI, HUIICHOCTI Ta KOH (I AeHLIAHOCTI.

Indopmanis 3 oOmekenum goerymom -— iHpopmanis, MO CTAHOBUTH iH(MOpMALIIO Ays
CIy:KO0BOTO KOPUCTYBAHHS, GAHKIBCHKY TAEMHULIO, KOMEPIiHY TAaCMHHMIIO, [EpPCOHANbHI faHi,
ci1yx00By iHpOpPMALIIO Ta JaHi IIATHKHMX KapTOK.

ICT (Information and communication technology) - indopmaniitno-xomynikauiiini
TEXHOJIOT, SKi OXOILTHOXOTH Oy Ib-siki TEXHOJOIT Ta 3ac00H, 110 BUKOPHUCTOBYIOTBCS JUTS 00poOxw,
nepenavi, orpuManns, 36epiragns ra o6MiHy iH(OpMaNie 3a JOMOMOTOK EIEKTPOHHUX 3acO6iB
xomyHikauii. o cknany ICT sxomsrs Cucremu ICT Ta oxpemi mporpamui (cHcTeMHe, IIPUKIAIHE
nporpamue 3abesredeHHs), anapathi 3acobu (cepsepHe oOaIHAHHS, KOMM'IOTepH, repudepiitHi
IIPHCTPOT) Ta KOMYHIKaIliifHI Mepesxi.

Kepisnukn banky - I'onosa, #oro 3acrynuuxy Ta wienn Harnsanosof pagu bauky, [orosa,
#oro 3acrynuuky Ta wienu [pasninua banky, romosruit 6yxranrep Banky.

Kaienr (xaient banky) — Oynp-sixa (isuuna yu 1opupwuna ocoba, MO KOPHCTYETHCS
nociayramu baHky.

Hapseuuaiina curyauiss — mopymenss mraTtHOro pexuMy QyHKUioHyBaHHA BaHKY, 10
BUK/JIMKAHE CTUXIHHMM JIUXOM, [OLUMPEHHAM enigeMil/maHaemil, eckanamicro BiMChKOBHX
KOHQJIIKTIB, HEOE3NEUHUM SABHILEM NPUPOJIHOIO UM TEXHOTEHHOTO XapakTepy, MiSIMH JIIONeH, sKe
MOXKE HaHECTH IIKOJY 3JI0POB’IO JIIO/IeH Ta/ab0 NpU3BECTH 10 3HAUHUX MATEpiabHUX BTPAT.

Pecypen xpurmunux Gismec-npouecis (KBII)/kpuruannx Gisnec-nanpsvis (KBH) —

ue Cucremu ICT, sxi BuxkopucroByrotses y pamkxax KBIT/KBH.
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Cucrema ICT - cucrema, mo crsopena ajist 36epiranss, Momyky ta o0pooku indopmarii,
sIKa € Opra’i3anifHoOK CYKYIHICTIO pecypeis (JIFOCHKUX, IPOrPAMHHX, TEXHIYHUX), 10 HAJAI0Th Ta
PO3IOBCIODKYIOTE 1H(OpPMALilo.

Cepgicn ICT - cepsicu, mo HajaOThCs 4Yepe3 cUCTeMH iH(OpMaliiHO-KOMYyHIKALITHUX
TEXHOJIOTIH BHYTpilIHIM ab0 30BHIIIHIM KOPHCTYBauaM, BKJIIOYAIOUH BBEJCHHS JaHUX, 30epiranHs
JaHuX, 1MoCIyry 3 06poOKH JaHWX Ta 3BITHOCTI, 4 TAKOXX MOHITOPHHI Ta CEPBICH 3 MiATPUMKH
6izHecy Ta MPUIHATTS pillIeHb.

CYIB — cucrema ynpaBiinds iHGopManiiHow 0e3NeKo — IMepesik IineH, IPUHIUIIB
KepyBaHHs, METOJIIB, 3aX0/iB 3 3axucTy iHdopmaril Ta 3abe3reueHHs CcTifikocTi 6i3HEC-IPoLECiB B
indopmariituiit indpactpyxTypi banky.

Tperst cropona — (KOMIaHIsl, TOCTAUAIILHUK, NIJIPSJHAK, NPpoBaiiep, napTHep, KII€HT-
fopuandHa ocoba) - opuanana abo (ispuna ocoba. fKa BOJNOAIEC JOCTATHIM piBHEM 3HaHb Ta
kpasidikamii s Hajanus HeoOXinuux nocinyr banky abo opnaudna ocoba, WO OTpUMyeE/Mae
Hamip orpumaru mocnyry bawky Tta 3 skoro BiaOysaerbess abo Moske BimOysaTtmeh 0oOMiH
indopmartieto B npoteci B3aemMoii abo HamipiB PO B3aCMO/LIT0.

Immi Ttepminm, o BxuBaothes y wikt [loniTuii, BUKOPHCTOBYIOTBCA B 3HAUCHHIAX,

BU3HAUEHUX 3aKOHAMM YKpaiHu, HOpMATHBHO-IpaBoBUME axTamy HanionanmeHOro GaHky YKpaiHu
(mani - HBY).

Posginn 1II. META, 3ABJIAHHSI TA C®EPA 3ACTOCYBAHHSI TH®OPMANIITHOI
BE3IIEKU TA KIGEP3AXNCTY BAHKY

3.1. Meroro 3abe3nedenns 3axucty indopmarnii, kiGep3axucty Ta iHpopmaniiHoi Oe3nexn
Banky € BusHaueHHs npuHiumniB 3abesnedcHHs indopmarniitnol OGesnexn Ta KibepsaxucTy, fKi
6ynyTh 3ab6esneuysary Oesneunicts Ta Hadiinicts Gynxuionysanna KBIT/KBH, saxuct inpopmanii
ta pecypeis KBIT/KBH Bin 3arpos. [lxepenamu 3arpo3 MOXKYTh OyTH HaBMUCHI/BUIIA[KOBI JFOACHKI
Ail Ta/abo jkepena, IO He IPYHTYIOTHCS Ha JIOACHKUX [isiX. baHKOM BHM3HAYEHO 30BHIIIHI Ta
BHYTPIIIHI OO6CTABHHY, SKI BAXIMBI JULSL BUKOHAHHS MeTH 3abesledyeHHs 3axucTy impopmari,
xibep3axucry, iHpopmaiiiinol Oesmexkn baHky Ta BIUIMBAIOTH Ha MOXUIUBICTbH JIOCSTHEHHS
sartanoBagoro pesynbraty CVYIB. 3osmimmi Ta BHYTpimHI o6cTaBuHM OLIBII  JAETAILHO
PErnaMeHTOBAaHO NOKYMEHTAMY 3 ITaHb CHCTeMH YIpaBiiHHs iHpopmaniinow 6esnekoro bauky.

3.2. 3aBnaHHsMM 3abesredeHHs 3axucTy indopmanii, kibepsaxucry Ta iHboOpManiAHOI
Gesmexn banky € 3abesnedeHHs OesnepepsHol poGoTi baHKy, CIPHUSHHS MiHiMi3amii pu3uKiB
omepartiitnol misnpHOCTI Banky, cTBopers s no3uTHBHOI peryrauii barky npu poGoTi 3 KieHTaMu.

3.3. Ceporo 3acrocysanns 3axucty indopmaiti, kibepsaxucty Ta indopmariiiuoi Gesrexu

Banxy ¢ yci KBIT/KBH/ npoayxru banky/Cucremu [CT/Cepsicu ICT.
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Pozgin 1V. IIPUHITAIIN, TTPABUJIA, BUMOI'A IHOOPMAIIAHOI BE3INEKU TA
KIBEP3AXHNCTY BAHKY

4.1. OcHOBHMMHM NpHUHIMIIAMH iH(opManifiHoi Oe3reky, SKMX AOTpUMYETbes bank, €
MiATPUMAHHS HATIGKHOTO 3aXUCTy iHopmaii i3 3a0e3redeHHsM 11

° IlisticHoeTi — BRacTUBicTh iHQopManii, sika IOJsrac B TOMy, 110 iHpopmamis He
Moske OyTd MOAM(biKOBaHa HEABTOPH30BAHHM KOPUCTYBadeM 1/abo Iporecom;

U Kon¢ixenuifinocri — Bracrupicts iHpopManlii, fAKa mnojsrae B TOMY, IO
indopmariis He Moxe GyTH OTpUMaHa HEABTOPH30BAHUM KOPHCTYBaUeM i/ab0 IpoLecom;

° NocrynuocTi — 1e BiacTusicTs iHdopmaiii mpu if 06pobui TexHidHuME 3acobamu,
o 3abesrevuye Ge3MEPENIKOMHUN JOCTYN 10 Hel JUli MpPOBEJNEHHS CaHKIIOHOBAHHMX oTiepaiii
osHaliomienns, MouGikanil abo 3HUIIECHHSI.

4.2. TlpunuuamMu Kibep3axucry, SIKHX J0TPUMYEThCS baHk, €:

° IIPONOPIIMHICTE Ta aJEKBATHICTE 3aXOMiB KiGEp3axucTy, IO BIPOBAKYIOTHCH,

peabHUM Ta NOTEHIIHHUM Kibep3arposam;

J IIPIOPUTETHICTE 3aMOOIKHUX 3aX0IB;
L MiHiMizanis KiGeppu3uKiB y IisisHOCTI banKy;
] JOTPUMAHHS BHMOI HOPMATHUBHO-IIPABOBMX aKTiB/pexomenpauiit HBY 3 muraHp

ingopmariiinoi Gesrexn Ta Kibepsaxucry, pexomeniani HaionanbHOro 6anKy, yKIIOHaouH TaKi,
110 MOXKyTh OyTr Hajani Hamionanonum GanKkom 3a pesylibraTaMy KOHTPOJIKO;

° MocTiHOI migTpuMKn 3 Goxy oprami ynpasimiHs Bamxy xiGepertifikocti banky
IIUIIXOM Oprafizanii eeKTHBHOrO yIpapiHHs KiOeppU3HKaMH.

4.3, 06 exkTaMi, 10 MIISral0Th 3aXUCTY €:

- Cucremu ICT/cepsicu ICT, obnananns, Hocii indopmartil, kanaju nepeaadi JaHHUX, MO0
axnx Bank 3a6e3nedye HanexHuil piBers 3axucTy iHdopmanii;

- BIB/HMJIB momo 06pobku, 36epexeHHs, nepeaadi ingopmalriil, BIIACHUKOM SIKMX € bank,
a60 sIKi € mpeaMeToM NpodeciHHOro, AiOBOr0, BUPOGHUIOrO, KOMEPLIHHOro Ta iHmx iHTEpeciB
banky.

4.4, BaHK pO3MEXKOBYe iH(GOpMAIio 3 OOMEKEHHM MOCTYIIOM BiJ IHIIOL indopmanii.
Ilepenix imdopmanii, mwo BiAHOCHTbCH O iHpopmanii 3 OOMEKEHHM JOCTYIOM, BH3HAHUCHO
JOKYMEHTAMH 3 TATAHb CHCTEMHU YIPaBNiHHs iHpopManifHOIO 6e311eKor0 bauky .

4.5. Cepen pecypcis KBII/KBH, Ha siki po3IOBCIODKYETHCS Mist inopmanifinol 6e3nexn ta
KiGep3axucTy, po3rsIaoThest HacTynHi tumu pecypeis KBIT/KBH:

L Cucremu ICT — Cucremu ICT, 1mo BHKOPHCTOBYIOTBCHA CTPYKTYPHUMU

nigposminamu Barky juisi BUKOHAHHS CBOTX (DYHKILIA, MO Bu3HaueHi y nepeiiky Cucrem ICT;

Honimuxa ingopmayiiinoi 6esnexu Ab « YKPIA3BAHK»



. iHJKeHepHa  iHQPACTPYKTYpa ——  eJEKTPOXHUBICHHS, 3a36MIEHHS, CHCTEMa
KOHIMUIIOBAHHS Ta BEHTUIALII, CHCTEMa KOHTPOJIO AOCTYIY Ta BIIIEOCIIOCTEPEIKEHHS!, TTOKEKHOT
CUTHAII3AI] TOWIO;

. 00’€KTH — peXUMHI NpPUMILIEHHS, Taki SK (cneuiani3o;§aﬂi) IPUMILICHHS 3
OOMEXNECHMM OCTYIIOM, CepBEpHI NPUMIlEHHS, KOMYTAIiHHI KiMHATH TOILO, B AKUX PO3MilleHa
IEDKEHEPHA 1H(PPACTPYKTYpa, CepBEPHE Ta MEPEKEBE 0014 HAHH;

. nepeoHaN — KepiBHUMKA BCiX piBHiB Banky, daxisui Bamxy, ski 3a0e3MevyIoTh
dyuxuionysanns Cucrem ICT ta Cepsicie ICT; ¢axisui indopmariiinol Gesmexu, sKi
3a0e3M1e9yI0Th HATeXKHHI piBenb Gyukuionysanss indopmariiaol 6esneku banxy, Cucrem ICT Ta
Cepsicie ICT; inmi npauisuuiy, ski He € xepiBHHKaMM BCix piBHIB banky Ta He BHKOHYIOTHL
dyrxuii npanisaukis banky, sxi 3a6e3neuyrors (yuxiionysanus Cucrem ICT Ta CepgiciB ICT .

4.6. banxk saxmmae indopmanito i pecypen KBIVKBH  ¢isuunnmuy, anapaTHUMU,
IPOrPaMHUMHU, HOPMATHBHUMH Ta IUBLIHEHO-TIPABOBIMHE [IISIXAMH.

4.7. bBaHK nOTPUMYETbCs HACTYNHHX TIpaBMJI Td BHMOI B YacTHHI 3a0€3MCUCHHS
iHopmariinoi Gesmex, kiGep3axucty Ta 6e3nepebiiHol MsAMbHOCTI:

® npauiBHMKM baHKy Ta npaiiBHHKM TpeTix CTOpiH 6epyTh y4acTh y HiaTpUMI
BIAMOBIAHOrO piBHS iHpOpMauiiinoi Gesmexku Ta KiGep3axHCTy B MeXax CBOiX 0GOB’SM3KiB Ta
MOBHOB&XKCHb 1 HECYTh BIANOBINANBHICTS 3a HOro MOpYIIGHHS B MeMax, BCTAHOBICHHX
3aKOHOJABCTBOM YKpaiHu Ta ToKyMeHTamu banky;

® NOTPUMAHHA BHUMOI iHdopmauifinoi Gesreku Ta Kibepsaxucry min wac po3pobieHHs,
BIIpoBaKeHHs Ta GyHkuionysants Cucrem ICT/Cepsicis ICT;

e nybmiuni cepsicu banky Ta BHyTpiumms Mepexa baHKy BiNIOBiZaroTh BUMOraM
in(dopMmariitHol Gesrnexu ta KiGep3axucTy,

® DaHK BCTAHOBJIIOE Td MOHITOPHTb BHKOHAHHs yCiX BHMOr iHdopMamiiinoi Gesmexn Ta
Kibep3axucTy, sKki HasgBHI B yrojax 3 TPETIMH CTOPOHAMH, 30KPEMa CTOCOBHO yuacti y
MDKHAPOIHEX MIATIKHUX CHCTEMAX Ta CUCTEMax I1epeKasy KOIITIB (BUMOTH 3aliKaBIeHuX CTOpiH);

® npauiBHuku banky cuCTeMAaTHYHO NpPOXOJATH HABYaHHS HOPMaM Ta 3axoiam
inpopmaniiinoi Ge3nexn ta kibepsaxucry;

® IpaliBHUKK BaHKy B Mexax CBOIX HOBHOB&)KEHb O3HAHOMIIIOIOTHECSA 3 JOKYMEHTAMH 3
IHTaHb CHCTEMHM YNpaBlinus indopmaiiiinoo Gesnexoro BaHky, siki MiCTATH BUMOTH Ta TIpaBHIa
inpopmaniiinof Oesneky ta kibepsaxucry B banky;

® y banky ckianaroThes, MIOTh, CHCTEMATHYHO TECTYIOTHCSA Ta OHOBIIOIOTHCS IIAHH Ha
BUIIAJI0K HaI3BHYaHUX cUTyallill Ta kibeparax:

- Ilnan 3abesneuenns Gesnepepsrocti misubaocti Ab « YKPIA3BAHK »;

- [lnanu 3abesnevenns GesnepepsHOro GpyHKUIOHYBAHHS KPUTHIHUX Gl3HEC-HAMPAMIB;
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- Ilman 3alesneuenns GesmepepsHoro dyHkuiomyBanus JlWpekuiff Ta  BijUTieHs
ABb «YKPI'A3BAHK».

4.8. Ilpo xoxuuit immmuaent indopmauiiinoi Gesmexu/KibepiHiuaeHT npaniBHUKA banky
3000B's13aHI  HeralHO  CIOBICTHTH CBOIO  Ge3MOCEPEeNHLEOr0  KepiBHHKA Ta JEeTIapTaMeHT
inopmaniinol 6esnexu Banky. BankoM Bixnosixuo 10 JIOKYMEHTIB 3 ITUTaHb CHUCTEMH YIPABIIiHHS
inQopmaniiinoo 6esmexoio Banky nepeaGaueno amHamiz Ta peaxiiiio (B ToMy umCIi Ha piBHI
KOMyHiKalil) Ha TOM 4M IHmWWH iHwEAeHT iEpopMauiiiHol Oesnexu/kibepinuument. 3a
pe3yNIbTaTaMK aHalli3y BXKMBAIOTLCS 3aXOJM, HAIPABIEH! HA HeNONYIIEHHs TOBTOPEHHS HOMIGHHIX
IHIMIEHTIB iHpopManiiHol Ge3nexu/kibepiHmmeHTiB.

4.9. 3micr IomiTuky JIOBOANTLES 10 BiJIoMa BCiX IpailiBHUKiB BaHKY y BCTaHOBJIEHOMY B
banky mopsiiky.

4.10. 3wmicr Ilonituku e nocrymHum, 3a notpeGH, 3allikaBIeHMM cropoHam. [loriTmka
posmiwiena Ha BeG-caiti Bamky https://www.ukrgasbank.com, B posmini «IIpo Oanx» —
«BryTpluHi foxymenTny.

4.11. Bei npauisruxe banky mignucyiors 30608 s3anus npo 36epiranss indopmauii 3
oOMexKeHUM HocTyroM baHKy Ta 3060B’S3aHHs IpO NOTPUMAHHS BUMOT 3 iH(pOpMALiHHOi Ge3rexy
ABb «YKPT'ASBAHK». 1li 30608B’s3aHHs 3a/MIIAIOTHCS UMHHHAMH TIPOTSIOM BCBOIO nepionay
poGoTu npauiBHuKa B baHKy Ta ricis 3BIIbHEHHS HEOOMEXKEeHuU M vac.

4.12. Bei npanisuuky Tpetix cropin, siki Marots goctyn go Cuctem ICT/Cepsicis ICT, na
BHKOHAHHS BUMOT YI'OJIM IIPO HeposronomeHHs indopmanii 3 0OMeXeHUM IOCTYIIOM, [0 TOTO, SIK
BOHM MPUCTYNAIOTE 0 BHKOHAHHS CBOIX OOOB’A3KiB, mimmucyrors 3000B’s3aHHS  HPO
Heposroyomenns iHpopmaii 3 obmexenum jnocrynom Ab « YKPIASBAHK», sike satumracTbes
YMHHUM IIPOTSIOM BCHOTO IEPIOAY [ii JOroBOPY 3 TPETHOK CTOPOHOIO Ta Micis 3aKkiHueHHs nil
JOroBOpY HEOOMEKEeHHUH Jac.

4.13. Bel npanisruxu banky, npatiBHEKK TPETIX CTOPIH, HE3ANENKHO BiJl PIBHIB JOCTYITY IO
inopmanii, Cucrem ICT, Cepeicis ICT ta pecypcis KBIT/KBH, MatoTh 10TpUMYBATHCH BUMOT €]
Tomituky.

4.14. bauk, Mpu OTPUMAHHI IOCIYT, WO HANAIOTHCS TPETIMH CTOPOHAMH, SKHM HAIaHO
nocryn go Cucrem [CT/Cepgicis ICT, Bumarae foTpEMaHHs BUMOT TPETIMH CTOPOHAME HOPM L€l
[Monituky.

4.15. baskoM BHKOPHCTOBYIOTHCS HACTYNHI MIAXOMM 1IOAO 3a0e3NeueHHs iH(pOpMaIiiHOT
Oesnexu Ta Kibep3axucry:

® CTBOPEHO Ta 3aTBEP/DKEHO mepesik iHpopmalil, mo MicTuTh iHdopManiro 3 06MeKeHUM

JOCTYTIOM;
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® cTBOpeHO Ta 3arBep/pKeno repenix KBII/KBH, 3a skumu mpoBomuThes ominka pusvKin
inpopmaniiinoi Oesmexu ta noxanbina ix 06podKa;

® BCTaHOBJIEHO mpaBuiia goctyny no Cucrem [CT/Cepsicis ICT;

® 3a0€e3MeUyeThCs KOHTPOIL (DIBHYHOrO Ta JOTIYHOIO JOCTYIY O BCIX BH3HAYCHHX
Cucrem [CT/Cepsgicis ICT;

e 3abesnedyerhes naponbHuii saxucr Cucrem [CT/Cepgicis ICT;

® 3alesneuyerbes anTuBipycHuit 3axuct Cucrem ICT/Cepsicis ICT;

e 3a0e3nedyeThest 3axXuCT Mepexi banky;

® 3a0e3meuyeThbCs 3axMINEHMH BiJaneHuil JOCTyn JO pecypeiB Mepexi (JIOKalbHOI,
Mepexi [arepHer);

® 3a0e3meuyeThCsa 3aXHCT Bin Kifeparak enexrponuuXx iHGopmanifiHEX pecypciB, MmO
HOCTYIHI 3 Mepexki [HTepHeT Ta IHIIHX I1obanbHIX MEpeX rnepeiadl JaHux;

e 3a0e3nedyeThCs IHBEHTapu3allis BusHauenux pecypeis KBIT/KBH;

e 3abesnedyeThbes KpUnrorpadiuamit 3axuct inpopmarii;

® 1poBOJATLCA BHYTpiHi ayantu CVYIB Ta ananiz CYIB 3 60ky kepisuukis banky;

® 3HCHIOETHCS MOHITOpUHT Ta Biockonanenns CYIB.

4.16. Norpumanns umor wiei [lonituxu ta Bumor iHpopmaniniol Ge3nexku Ta Kibep3axucty
banky mo3BoiuTh MiHIMI3yBaTH pusuku iH(opmaiiitnol Gesmexu, siKi MOXYTh MATH HETaTHUBHI
HaCIiIKK 1ist bauky.

4.17. baHk KepyeTbCsl PU3HK-OPIEHTOBAHMM IIAXOIOM, SKWM 3abesneuye pO3yMiHHS,
MOHITOPHHI' Ta 3MEHILIEHHSI PU3HKIB B TUX cepax AsIbHOCTI Banky, sxuM npuTamansi Oinbuii
PHU3KMKH, 30KpeMa OllepallifHui PU3KK, BKITIOUYAIOUM pU3UKH irdopmaniiinol 6e3nekn/KiGeppusuKy.
IIpuHUMI  PU3HMK-OPICHTOBHOTO MiAXOAy OUIBLI JIETANBHO pErJIAMEHTOBAHO BHYTPINIHIMHU
JOKyMeHTaMU banky 3 IMTaHb CHCTEMHU YIIpaBIiHHS iH(popMmaniiiHow 6e3nexoo baHky.

4.18. 3 meroro peanizamii pUMK-OPIEHTOBAHOrO IMiAX0AY Yy bBaHky MiOTH MOJENb
IOpYIIHMKA Ta MOJeNIb 3arpo3 kidepzaxucry/inpopmaniiiniin 6esmeui banky ([Jomarox 1 1o
ITomituky). Mozens MOPYIIHUKA CKJIAAAETLCS HA OCHOBI aHAII3y TUITY 3JIOBMHUCHHUKA, PIBHS HOTO
TIOBHOB@)KEHB, 3HAHb, TEOPETUUHUX Ta IIPAKTUUHUX MOMKIIUBOCTEH,

Mopgens mopymHuka Ta Mojenb 3arpo3 Kibepszaxucty/inpopmaniiiniii Gesneni banky

BUKOPHCTOBYIOTBCS Y OLUHII PU3KKIB iH(popManiiinol 6e3nexu banky.
Pospin V. OVHKIII VYYACHHMKIB IIPOIECY INOJO 3ABE3INEYEHHSI

IHOOPMALINHOT BE3IEKU TA KIBEP3AXUCTY BAHKY
5.1. BO Ib:
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- sabeslledye BMKOHAHHA 3ax0AiB, nepenbavenux Ilonoxenusm Ne95, B TOMY YHCIT
CTpaTeriyie KepiBHMITBO 3 IHTaHL iH(GOPMALIfHOl Ge3mexu banky, Bu3HaueHHs wHanpsamis
po3BUTKY iHQoOpMmaniiiHoi Gesmexu bauky, ix BigmosimmicTs crpaTerii  po3BuTKY banxy,
BIIIIOBIAHICTL 3axofiB Gesmexu impopmanii morpeGam OisHec-nponecis/mponykris banky Ta
KOHTPOJIb 3a BIPOBAKEHHIM 3aX0/1iB Oe3nexy iHpopmauii B Banky;

- 3abesleuye BUKOHAHHS 3ax0jiB, mepenbauenux Ilonoxenmsv Nel78, B TOMY YHCJi
MPIOPUTETHOT peanizarlii 3axo/iB Ki6ep3axucTy KpUTHIHO] indopmaniitnoi indpacrpykrypu Banky;

- 3abesrieuye BUKOHAHHS 3aX0/iB, nepenbauenux [Tonoxennsm Ne 43, B TOMY YHCJTI 3aXUCT
iHpopmanii Ta Kibep3axyucT y4aCHUKaME [IATIKHOTO PUHKY.

5.2. KomiTter 3 murans ynpariinus indopmaniitnoro 6esnexono AB « YKPTA3ZBAHK » (mani
- Kowmirer) € xoneriansHuM opraHom BaHKy 3 muTaHb BIPOBaDKEHHS Ta bynxuionysanus CVYIB,
SIKHH 31MIACHIOE KOOPMHALIIO JiSTBHOCTI CTPYKTYpHUX Mifpo3ainis Banky mono byHKIIOHYBaHHS
CVIb ra na sxuit nokinanesHo 0608’ 130K BUKOHAHHS TAKHX OCHOBHUX 3aBAAHb:

1) moromxenns ta nepersisyy [lonituku, [TomoxeH s MO0 3aCTOCOBHOCTI BiAMOBIAHO 110
sumor craugapry JCTY ISO/IEC 27001:2015 8 AB «YKPI'A3BAHK» Ta Crparerii po3sutky
iHbopmaniitnol 6e3nexu AB « YKPIA3SBAHK »;

2) y3ro/DKEHHS BIIPOBA/DKEHHS HOBHX [IPOEKTIB, HANPSAMIB, CTPaTEriuHMX 3aBJIaHb 3 IUTAHb
ingopmanifinoi 6e3nexu Barky Ta saxonis ingopmaniiinol Gesmnexu;

3) po3risin, 3aTBEP/DKEHHS TAa KOHTPOJb 3a BHKOHAHHAM IPOEKTIB IIOAO PO3pOGICHHS,
YIPOBaDKCHHS, (DYHKUIOHYBAaHHS, MOHITODHHIY, Hepervismy, IIATPHMAHHS Ta BIOCKOHAJICHHS
CVIb baunky;

4) BU3HAYCHHA HEOOXITHMX ONTHMAIbLHUX pECYpCiB Ul  BIPOBAKEHHS 3aXOJ(iB
indopmartiitnoi Gesmexw;

5) opraHizaulis NpaKTHYHUX 3aXOJIB IIOAO ITIABUINEHHS 0Bi3HAHOCTI/ HABYAHHS EPCOHATY
banky 3 nutane iHQoOpMaLiinol Ge3rexy;

6) 3abe3medyeHHs CBOCYACHOIO MOHITOPHUHIY CTAHY BIPOBA/UKEHHS Ta e(EKTHBHOCTI
dysxuionysanas CYIB banky 3 HOJILIIOI0 OMIHKOWO MOXJIMBOCTEH BIOCKOHANEHHS Ta HOTpeSH
IIPOBEJIEHHS] KOPUTYBAJIbHUX JIIH.

Heranbro 3apnanns, Gynkuil Ta Bianosinansuicts Komitery Busnaueni [TonoxeHHSIM T1po
KOMITET 3 IUTaHb YIpaBitiHHs iHdopmaniiinowo 6esnexoro AB°«YKPIABBAHK ».

5.3. Jlemaprament indopmaniiinoi Ge3nexn BukoHye (yHKIUT i3 3a6e3redeHHs peXUMY
indopmaniitnol 6e3rexkun/kibep3axucTy, OCHOBHUMH 3aBJAHHSIMHU SKOTO €:

1) pospobnenns Bumor moao HanawryBaub 6esneku Cucrem ICT Barky;

2) pospobnenns abo yuacTh y po3pobieHHi JOKYMEHTIB 3 MUTaHL CHCTEMH YIPABIIiHHS

iH(opManiiinor 6e3nexoro;
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3) KOHTPOJb 3a BHKOHAHHAM 3aXOJIB L1010 3abesnevenHs Gesmexu iHopmaril Ha BCix
crafisx »kurreBoro nukity Cucrem ICT Banky;

4) po3citiyBaHHs IHIMICHTIB iHpopMauiiinoi Gesnexn/KibepiHIMICHTIB;

5) CHUIBHO 3 jienapTameHToM iH(GOpMALiMHUX TeXHONOTIH BifHOBIEHHS (YHKIIOHYBaHHS
Cucrem ICT bBamky micns  360iB  y  poGoTi BHacmigox iHmuzenTiB  indopmariiaoi
Oe3nekn/KiOepiHIUAEHTIB.

Hertanbuo 3appanns, QyHKil Ta BinnoBifaNbHICTS MenapTaMenTy iH(opMariiHol Gesnexn
Bu3Ha4eHHi [JonoxeHHsM npo nenapramenT ingopmanitaol 6esnexn Ab « YKPTASBAHK ».

5.4. IlpaniBHuKK BCIX CTPYKTYPHHX IIAPO3ALIIB FONOBHOI ycTaHOBU BaHKy, obnacHuX Ta
perioHaNbHOI AMPEKIiH, BiAiIeHs BaHKy ycBIZOMIIOIOTH BaXIMBICTE 1 HeOOXiAHICTH yBArM 10
HanpsMKy  1Hpopmaniinoi Gesmexu/kiGepsaxucty baHKy, HOTPUMYIOTBCS Ta 0e33aIepedHO
BUKOHYIOTb BCl [paBuia, MPOUEIYPH Ta BUMOIM JOKYMEHTIB 3 NMUTAaHL CHCTEMH YIPABIiHHS
iQopmaiinowo Gesnexoro, Bkasisku/pinrenus Kepisunxis Banky/Komitery Ta memaprameHty
inopmaniitnol  Gesnexu I110/10 HIATPUMKH HAJIEYKHOTO CTaHy iHpopmaniitaol
Oesneku/Kibep3axucry, a TakoX CIPUSIOTH PO3BUTKY iHdopmaniiinoi 6esmexn B bamky, y pasi

HeOOXIOHOCTI.

Po3ain VI. KOHTPOJIb TA BIANNOBIIAJBHICTD

6.1. Ommc cuCTeMH  BHYTPILIHBOTO  KOHTPOJIO  Oi3Hec-miporiecy  3a0e3IeueHHS
inpopmariitaoi 6esnexu B banky Busnauacthes B Jomarky 1 mo ITomituxu.

6.2. Kepisauku banky uitko posymirors, wo indopmaniiina Gesneka ta kibepsaxuct banky
€ OCHOBOIO JKHTTEAIsTbHOCTI Bamky Ta 3abesneuyrors (opranizaniino Ta ¢iHancoBo)
BIIPOBA/DKEHHS, MIATPUMKY Ta KOHTPOJb HAJNEXKHOro piBHs indopmaniiinol Oesmexu Ta
Kibep3axucry.

6.3. KepiBnuku banxy aktuBHo niarpumyiorts iHpopmaniitny Gesmnexy Ta KiGep3axucT B
Mexkax baHKy [IIXOM YITKOro PEeryroBaHHS, MINTBEP/DKEHUX 30008’ 13aHb, YITKUX NPH3HAYEHb Ta
BU3HAHHS BIAIOBIIATBHOCTI.

6.4. BO Ib € BignosinansnuM 3a indopmaniiiny 6esnexy ta kibepsaxuct banky.

6.5. Koxmuit mpalliBHUK Hece BIANOBIIATBHICTE 3@ JOTPHMaHHSA HOPM iH(popMariifuol
Oesnexu ta Kibepaaxucry banky.

6.6. Koxen cTpykrypHuit migposnin bauky Gepe yuacrs y MiATpUMII BiNMOBiAHOTO piBHS
inpopmaniiinoi Gesmexu Ta Kibepsaxucry Banky B Mexax CBOIX (PYHKUIH Ta NOBHOBa)KEHb, HECE
BIAMOBINATBHICTE 32 IX MOPYINCHHS B MEXKaX, BCTAHOBJIEHNX YMHHUM 3aKOHOAABCTBOM YKpalHH Ta

BHYTPILIHIMH JIOKYMEHTaMU BaHky.
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6.7. Cy6’extu CYIb HecyTs BismoBinaibHICTh 38 BUKOHAHHS CBOIX (QYHKLIH, nependadeHnx
Posginom 5 miel Ilomituku. Bimnosinansuicts cy6’exrie CYIB BH3HAaYaeTbes BIAMOBIAHO [0

3aKOHOJABCTBA YKpaiHu Ta JOKyMeHTiB bauky.

Pozpin VII. IPUKIHIOEBI ITOJIOKEHH S

7.1. g Ionituka nabupae unHHOCTI 3 JaTh 1T 3aTBepkerns Harsamosoro pagoo Bauky.

7.2. 3minn ta nonosHeHHs o wiel [Tosituxu 3arBepkyroThes Harmsmosoro panono Ta
HaOMparOTh YUHHOCTI 3 JIATH iX 3aTBEPKECHHSI,

7.3. Y pasi BHeCeHHs 3MiH J0 3aKOHOJABCTBA YKpaiHu a0 HOPMATHBHO-TIPABOBUX aKTiB
Hauionanenoro 6anky Yxpainu us [omituxa gie y Tilf yacTuHi, 10 He CyNepeUnTh 3aKOHONABCTBY
YKpainu, 10 MOMEHTY BHECEHHS BLINIOBIIHMX 3MiH, akryanizanii aGo BHJaHHA HOBOI il pejaKii,
3TiHO BCTAHOBJICHOTO B baHKy MOpPsIKY.

7.4. gz IomiTeka niandrae nepioqUYHOMY Heperssay He piame 1 (01HOro) pasy Ha pik.

7.5. Y pasi, aKI0 npy 3aikicHenni nepernsyty uiel [ToniTuky y cTpok, 3a3Ha4eHuil y IIyHKTI
7.4. niei Tlonmituxum, BnacHukom [losituxu BeranosneHa BiMOBiAHICTH wuHHOI Bepeil IMomiTuku
3aKOHOJABCTBY YKpaiHM, y TOMY YHCJI HOPMATHBHO-IPABOBMM akTaM HauionansHoro GaHKy

Vkpainy, i sSKUX DOUIMPIOEThest Ha bauk, us [osiTika BBaKAEThCS AKTYaJLHOIO Ta IiUIdrae

HACTYIHOMY NEPENIAy He IMi3HILIE CTPOKY, 3a3HAYEHOro B IIyHKTI 7.4 uiel [Tonituky.

HIAI'OTOBJIEHO:

Hupexrop nenapramenty iHdopMaLiiHoT Oe3nexu Cepriit HEJI3EJIbCHKUI
MNOT'OJIZKEHO:

3actynHuk ['onosu [Ipaminns Tamapa CABOLIIEHKO
JIMpeKTOp IOPUAUYHOTO JETIapTaMEHTY . Irop TIPUIIKO

JupexTop aenapraMeHTy KOMILIAcHC,

Unen [papninus Maxcnm BAIIIYK
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