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Pozain 1. 3AT'AJIBHI ITIOJIOKEHHSA

1.1. Tlomituka indopmariitnoi Oesneku Ab «YKPI'ABBAHK» (mani — Ilomituka) €
BHyTpimHIM J10oKyMeHTOM AB «YKPI'A3BAHK» (nmami — bask), sikuii BH3Hauyae wiidb, METY,
3aBAaHHsA; cdepy 3acTocyBaHHs iH(dopmariiiHoi Oe3mekn Ta Kidep3axucty baHky; 3aranbHi
MIPUHIIAIINA, BUMOTH, MpaBWia (OpraHi3aliifHUX 1 TEXHIYHMX 3aXOiB), 110 HAIpPABJICHI HA 3aXHCT
iHpopmaniiinux axTuBiB baHky; BU3HaueHHS (QYHKLIA 1 BiANOBiTAIBbHOCTI 3a 3a0e3mnedyeHHs
iH(popMariiiHo1 Oe3meku Ta kibep3axucty banky.

1.2.  basHk BIZHOCHUTBCS A0 O0’€KTIB KPUTHYHOI 1HGPACTPYKTypH B OaHKIBCHKIH cHCTeMi
VYkpainu, 1m0 BpaxoByeTbcsad baHkoM B yacTuHI 3a0e3nedyeHHs Kibep3axucty B baHky.

1.3. Tlomitmka O0a3yeThcs HA BUMOTrax 3aKOHOJABUMX AaKTiB YKpaiHU, HOPMATHBHO-
npaBoBUX akTiB HamioHansHOTO 6aHKy YKpainu 3 nuTans iHpopmaniiHoi 6e3mekn Ta KibepOesnekn
Ta po3pobiIeHa 3 ypaXyBaHHSIM BUMOT:

- 3akony Ykpainu «[Ipo ocHOBHI 3acanu 3a0e3neueHHs KibepOe3neku YKpaiHu;

- [TonoxxeHHs Tpo opraHizamito 3axoaiB i3 3abe3nedyeHHs iHpopMariiiHoi Oe3rneku B
0aHKIBCBKill cucTemi YKpaiHu, 3aTBepkeHoro mnocranoBoto [IpaBninas HamionaneHOro 0aHKy
VYkpaiau Big 28.09.2017 Ne95;

- [TonoxkeHHs po 3aXUCT iHPOpMaIlii Ta Ki0ep3aXUCT YH4aCHUKaMH TUIATI)KHOTO PUHKY,
3aTBepAkeHoro nocraHosoro [Ipasninas HanionansHoro 6anky Ykpainu Big 19.05.2021 Ned3;

- [TonoxxeHHs Tpo opraHizamio Kidep3axucTy B OaHKIBCHbKIM cucTeMl YKpaiHH,
3aTBepKeHOro rnocraHoBoro Ilpasiinag HarionanesHoro 6anky Ykpainu Bin 12.08.2022 Nel78;

- HaI[lOHAIBHUX CTaHJApTiB YKpaiHu 3 nurtanb iH(opmaniiiHoi 6e3neku ACTY EN
ISO/IEC 27000:2022 «Indopmariiiini texHosorii. Meroau 3axucty. Cucremu KepyBaHHS
iHpopmaniiiHoto Oe3mekoro. Ornsag 1 cmoBHUK TepMiHiBy, JICTY ISO/IEC 27001:2023
«lHdpopmaniiitna Oe3neka, kibepOe3meka Ta 3axucT KoHdigeHUiitHOCTI. CHCTeMH KepyBaHHS
iHpopmaniiiHoro Oe3nekoro. Bumoru», JICTY ISO/IEC 27002:2023 «Indopmaniiina Oesmnexka,
KibepOe3neka Ta 3aXucT KOH(D1IeHIIMHOCTI. 3ac00M KOHTPOJIOBAaHHS 1H(POPMAIIHHOT OE3MeKn»;

- MDKHApOJAHMX CTAaHAAPTIB 3 MUTaHb 1HPOPMAIIITHOT Oe3MeKH, 3aralbHONPUHHATUX Y
MDKHApOJIHIM MPaKTULl TPUHIMIIIB 3a0e3neueHHs iHopMaliiiHoi 6e3neku 1 Kibep3axucry;

- IHIINX BHYTPIIIHIX JOKYMEHTIB baHKy.

Poznin II. BUBHAYEHHSA TEPMIHIB
BizHec-nponec — 11e cucTeMaTH4YHE 1 MTOCIIJOBHE BUKOHAHHS MEBHUX onepauii (QyHKIii),

HaIpaBJIEHUX Ha OJIEpXKaHHS KOHKPETHOTO Pe3yabTaTy (IMIPOAYKTY/TIOCIYTH), 1[0 MA€ LIHHICTh s
BHYTPIIIHIX (11OCAaa0BI OCOOM/CTPYKTYpHI MigpO3AiTN/IpaiBHUKU baHKy) 1 30BHIIIHIX (KIIEHTH

banky, iHm1 komnasii, ep>kaBHi OpraHu i T.J.) CIIOKHWBAYiB.
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Binnosinaabna ocoba 3a ingopmauiiiny 0e3neky banky (Chief information security
officer, CISO) (majai — BO Ib) — oco0a, sika mpusHaueHa Haka3zoM ['onosu IlpaBninas banky ta
Ma€ MOBHOBAXXEHHS, IOCTATHI I NPUHHATTS YIPaBIIHCHKUX PIillICHb.

3arpo3a (threat) — Oyab-ski 00cTaBUHU a00 MOI{, 0 MOXKYTh OYTH IPUINHOO MTOPYIICHHS
KOH(]IASHITIHHOCTI, 1iicHOCTI, JocTynmHOCTI fanux B Cucremax ICT banky i/a6o HaHeceHHS 30MTKIB
Cucremam ICT banky.

Indopmaniiina Oe3mexka — OararopiBHEBUI KOMIUIEKC OpraHizamiiiHHX 3axofiB baHky,
MpOrpaMHUX, TEXHIYHHUX 3aco0iB, MmO 3a0e3meuyroTh 3axUCT iH(opMalii BiJ BHITAJAKOBHUX Ta
HaBMHCHHUX 3arpo3, y pe3yJbTaTi peajizallii sSIKHX MOXJIMBE IMOPYIIEHHS NPUHIMITIB OC3MEeKHU:
JTOCTYIMHOCTI, HIJTICHOCTI Ta KOH(1eHIIHHOCTI.

Indopmanis 3 00MekeHUM A0CTYNOM — iHPOPMAILLis, 0 CTAHOBUTH JEPKaBHY TAEMHUITIO,
iH(popMaLio Ans CIyk00BOr0 KOpPHUCTYBaHHS, OAaHKIBCHKY TAa€MHHIIO, MPOQECiiiHy TaeMHHUIIIO,
TAEMHUITIO CTpaxyBaHHs, KOMEPLIHHY TAEMHUINIO, IEPCOHANBHI JaHi, CIy>KO0BY iH(pOpMaIlito, aHi
EII3.

ICT (Information and communication technology) - iHdopMariiiHo-KOMyHIKaIifHI
TEXHOJIOT11, K1 OXOIUTIOIOTh Oy/Ib-5K1 TEXHOJOTI] Ta 3ac00H, 1110 BUKOPUCTOBYIOTHCS 711 0OpOOKH,
nepenavi, OTpUMaHHs, 30epiraHds Ta oOMiHy iHGOpPMAIlI€I0 32 AOMOMOIOI0 €JIEKTPOHHUX 3ac00iB
komyHikarii. JIo ckmagy ICT Bxoasts Cuctemu ICT Ta okpemi nmporpamMHi (CUCTEMHE, TPUKIIAIHE
nporpamMHe 3a0e3nedyeHHs1), anapartHi 3acoou (cepBepHe OONaJHaHHS, KOMITIOTepH, nepudepiiiHi
IIPUCTPOT) Ta KOMYHIKaIiifHI MEpexi.

Kepisanku Banky - ['onosa, fioro 3actynnuku ta wieHn Harnsanosoi panu banky, ['onosa,
Hioro 3acTynHukH Ta uiaeHu [IpaBiinHs banky, ronosHuil Oyxrantep banky.

Kuaient (kaient banky) — Oyap-ska ¢i3uuHa 4 OpuUadyHa 0co0a, 10 KOPUCTYETHCS
nociyramu basky.

Hap3Buuaiina curtyauisi — mopyiieHHsl MTaTHOTO peXUMy (QyHKIIOHyBaHHs baHky, 110
BUKJIMKaHE CTUXIHHUM JIuxoM, HeocTynHicTio CepiciB ICT, BipycHUMU 3arpo3ami, Kibepatakamu,
MIOIIMPEHHSIM  eIMiieMii/manHaeMii, ecKajalli€lo BIMCHKOBUX KOH(QIIIKTIB, HEOE3NMEUYHUM SBHIIEM
MPUPOJHOTO UM TEXHOT€HHOI'O XapakTepy, IisMHU JIOJEH, sIke MOXEe HAHECTH IIKOJIY 3/I0pOB’IO
moelt Ta/abo mpU3BECTH 10 3HAYHUX MaTepialibHUX BTPAT, HACTAE 3 MOMEHTY IPUMHSTTS PIIlICHHS
TPYIOIO BITHOBJICHHS JISITBHOCTI IIOJI0 HACTAHHS HA/I3BUYAWHOT CUTYaIIii.

Pecypcu kputnunux 0izHec-npoueci (KBII)/kpuTnunnx 6iznec-nanpsmis (KbBH) — 1ie
Cuctemu ICT, sixi BukopuctoBytoTbes y pamkax KBIT/KBH.

Cucrema ICT - cucrema, 1o crBopeHa st 30epirants, Mouryky ta oopooku indopmariii,
sIKa € OPTaHI3alHOI0 CYKYITHICTIO PeCypCiB (JTIOJICHKUX, MPOTPAMHUX, TEXHIYHHUX ), 10 HATAIOTh Ta

PO3MOBCIOIKYIOTH 1H(GOPMAIIIFO.
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Cepgicu ICT - cepBicu, 1m0 HagalOTHCSI Yepe3 CUCTEMHU 1H(POPMAIIHHO-KOMYHIKAIIHHIX
TEXHOJIOTiil BHYTPIIIHIM a00 30BHILIHIM KOPUCTYBayaM, BKJIIOYAIOUX BBEICHHS JaHUX, 30epiraHHs
JaHUX, TOCITYTH 3 00pOOKH TaHUX Ta 3BITHOCTI, @ TAKOK MOHITOPHHT Ta CEPBICH 3 MIATPUMKH O13HECY
Ta MPUHHSTTS PillICHb.

CYIb — cucrema ympasiiHHsA iHQOpMaIIHHOW OE3MEeKOK — TMepeNiK LIeH, MPUHIIUITIB
KepyBaHHs, METO/IIB, 3aXOiB 3 3aXuCTy iH(opMmalii Ta 3abe3meueHHs CTINKOCTI Oi3HEC-TIPOIIECIB B
iHpopmaniiiniii iHppacTpykrypi banky.

Tpersi cropoHa — (KOMITaHisl, OCTaYalbHUK, MiIPSAIHUK, MPOBANACp, MapTHEP, KIIEHT-
IopUIMyHa ocoba) - ropuaudyHa abo ¢izudHa ocoba, sKa BOJOJMIE JOCTaTHIM PIBHEM 3HAHb Ta
KBasTidikarii Uit HalaHHsI HeoOXiqHux nmociyr banky abo ropuanyHa ocoba, o OTpuMye/Mae HaMip
oTpuMatu mociuyry banky, 3 sikoio BinOyBaeThcsi a0 MoOke BimOyBaTuCh OOMiH iH(OpMaIli€o B
porieci B3aeMo/Iii a00 HaMipiB PO B3aEMO/IIIO.

[Hmi TepmiHu, 10 BXUBaOThcs y il [lomiTHIll, BHUKOPUCTOBYIOTHCS B 3HAUCHHSX,
BH3HAYCHUX 3aKOHAMHU YKpaiHH, HOPMATHBHO-TIPABOBUMH akTaMu HamioHaibHOTO OaHKy YKpainu

(nari - HBY).

Posain 11 I{IJIb, META, 3ABJIAHHS TA COEPA 3ACTOCYBAHHSA IH®OPMALIIHOIL
BE3INEKH! TA KIBEP3AXUCTY BAHKY

3.1. Huuto 3a0e3neueHHs 3axucTy iH(popmalii, Kidep3axucty Ta iHQopmarlliiiHoi 6e3nexu
banky € 30epexeHHs] KOH(IAEHIIHHOCTI, IUIICHOCTI JaHUX, AOCTYMHOCTI 1H(OpMalii Ta cucteMm,
yIpaBJIiHHSA pHU3MKaMH 1HQoOpMaliiiHOi Oe3neku Ta Kibeppu3MKaMM, 3axXHCT BiJ KiOep3arpos,
BUKOHAaHHS HOpPMAaTHUBHUX BHMMOI, 3aXUCT pemnytauii OaHKy, (iHaHcoBa Oe3mneka, MiJABHILEHHS
K10epCTiMKOCT1, HaBYaHHS Ta YCB1JIOMJIEHHS [IEPCOHAILY.

3.2. Metoro 3a0e3nedeHHs 3axHMcTy iH(opMmarlii, Kibep3axucTy Ta iH(hopMalliiiHoi 6e3nexku
banky € 3a0e3neueHHs KOMIUIEKCHOTO 3aXUCTY 1H(QOpMAaIiiHUX aKTHBIB OaHKY, MIATPUMKA JTOBIpU
KJIIEHTIB 1 JOTPUMAaHHS BUCOKHUX CTaHJApTIB O€3MeKH B yMOBaX Cy4acHUX Kibep3arpos, HaJllHICTh
¢yukuionyBanns KBII/KBH, 3axuct indopmarii ta pecypcis KBII/KBH Bix 3arpos. J[>xepenamu
3arpo3 MOXKyTb OyTM HaBMMCHI/BUIIAQJKOBI JIFOJICHKI Jii Ta/abo Jukepena, M0 HE IPYHTYIOThCS Ha
JOJCHKUX JisX. baHKOM BU3HAU€HO 30BHIIIHI Ta BHYTPIIIHI 00CTaBUHU, K1 BaXIJIUBI JJ11 BAKOHAHHS
MeTu 3a0e3nedyeHHs 3axucTy iHdopmanii, kibep3axucry, iHpopmarniiiHoi Oesnexku banky Ta
BIJIUBAIOTh HAa MOKJIMBICTh JOCATHEHHS 3aruiaHoBaHoro pe3ynsraTy CYIb. 30BHilIHI Ta BHYTpILIHI
O00CTaBMHU OUIBII J€TadbHO PETJIAaMEHTOBAHO JIOKYMEHTaMHM 3 MUTaHb CHCTEMH YIIPaBIiHHS

iHpopMmaniiiHoro Oe3nexoro baHky.
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3.3. 3aBmanHsMu 3abe3nedyeHHs 3axucTy iH(MoOpMmarlii, kibep3axucty Ta iH(MOpMaIiHHOT
Oesnekn banky € 3abe3nedeHHs Oe3mepepBHOi poOotu baHky, cnpusHHS MiHIMi3amii pU3HKIB
ornepauiiHoi AisuibHOCTI baHKy, CTBOpEHHS MO3UTUBHOI penyTaiii banky mpu poOOTi 3 KITi€EHTaMH.

3.4. Ceporo 3actocyBaHHS 3axXUCTy iHPOpMaIIii, Kibep3axucTy Ta iHPOpMaIiifHOTI Oe3MmeKn

banky € yci KBII/KBH/ npoayktu banky/Cucremu ICT/Cepgicu ICT.

Po3zia IV. IPUHIIUAIIN, TIPABUJIA, BUMOI'M IH®@OPMAIIMHOI BE3ITEKA TA
KIBEP3AXUCTY BAHKY
4.1. OCHOBHMUMH TMpUHIUIIAMH i1H(OPMAIIHHOT Oe3MeKu, SKuX AOTpuMyeThcs baHk, €

MiATPUMAHHS HAJISKHOTO 3aXKUCTy iH(opMarlii i3 3abe3nedeHHsM Ii:

° HinicnocTi — BnacTuBicTh iHQOpMAaIii, KA MOJNATAE B TOMY, IO iHQOpMAIlS HE

Moske OyTu Mou(iKOBaHAa HEABTOPU30BAHUM KOPUCTYBaueM 1/ab0 MpoLecoM;

° Kondinenuiitnocti — Bractuicts iHbopMallii, ska moJsirae B TOMy, 110 iHpopmarris

HE MOXKC 6YTI/I OTpUMaHa HEAaBTOPU30BaHUM KOPUCTYBAUCM 1/ab0 mpouecom;

° JlocTynHocTi — 11e BIacTuBicTh iH(popMarii mpu ii 00poOIi TEXHIYHUMHE 3ac00aMH,
mo 3abe3rnedye Oe3MepenIKOMHUNA TOCTYN A0 Hei IS NMPOBEACHHS CAHKI[IOHOBAHUX OIEpaIlii
o3HailoMmeHHs, Moaudikailii abo 3HUIIICHHS.

4.2. [lpuHumnamu KiGep3axucry, SKUX T0TpUMYyeThes baHk, €:

° NPONOPILIMHICT Ta aJeKBaTHICTh 3aXOAIB KiOEp3aXMCTy, IO BIPOBAKYIOTHCH,

peasbHUM Ta MOTEHLIHHUM Kibep3arpo3am;

° NPIOPUTETHICTH 3aNI001KHUX 3aXOJIiB;
° MIHIMI3a1lis KI0eppu3uKiB y AisibHOCTI baHky;
° JOTPUMaHHs BHUMOT HOpPMaTHBHO-TIPaBOBUX akTiB/pekoMenaauii HBY 3 nwuransb

iHpopMaiiiHoi Oe3neku Ta Kibep3axucTy, pekomeHaauiil HamionanesHoro 6aHky, yKJIIO4aouu TaKi,

10 MOXYTh OyTH HajaHi HarionaasHUM GaHKOM 3a pe3ybTaTaMi KOHTPOJIIO;

° MOCTIHOI MIATpUMKH 3 OOKy opraHiB ympasiiHHS banky kiGepcrtiiikocti banky
HIIIXOM OpraHizaiii epekTUBHOro yrpaBiiHHS KiOepprU3UKaMu.

4.3. O6’exTamu, 110 MiJISTAI0Th 3aXHUCTY €:

- Cuctemu ICT/cepBicu ICT, o6nagnanss, Hocii iHGOpMaIii, KaHaIu TIepenadi JaHuX, 010
saxux baHk 3a0e3neuye HajdeKHUN PiIBEHb 3aXUCTY 1HPOPMAIIiT;

- BAB/HM/Ib mono o6poOku, 36epexxenHs, nepenadi iHpopmariii, BTaCHUKOM KUX € baHk,
abo sKki € mpeaMeToM npodeciitHoro, AiJI0BOT0, BUPOOHUYOT0, KOMEPLUIHHOTO Ta iHIINX IHTEPECiB

banky.
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4.4, baHK po3MeKOBYE 1H(POPMAIIi0 3 00MEKEHUM JOCTYIOM Bij iHmIo1 iHGopmarii. [Tepemnik
iHpopMarii, o BiTHOCUTHCA A0 iH(OpMaIlii 3 0OMEKEHUM JTOCTYIIOM, BU3HAYEHO JOKYMEHTaMH 3
MUTaHb CUCTEMH YIpaBIiHHA iH(popMamiiiHo0 Oe3nexoro banky.

4.5. Cepen pecypciB KBIT/KBH, Ha ki po3mOBCIOKY€EThCs ist iHDopMaIiiiHoi Oe3meku Ta

Kibep3axucry, po3risaatoTbes HacTymHi Turu pecypciB KbBIT/KBH:

° Cucremn ICT — Cucremun ICT, 1o BHUKOPUCTOBYIOTHCS CTPYKTYPHUMH

mipo3aiiaMu banky 111 BUKOHAaHHS CBOiX (hyHKINIH, 10 Bu3HaveHi y nepeniky Cuctem ICT;

° iH)keHepHa iH(ppacTpyKkTypa — €IEKTPOXKHUBIICHHS, 3a3€MJICHHS, CHCTEMa
KOHJMIIIIOBaHHS Ta BEHTUJIALII, CHCTEMa KOHTPOIIIO JOCTYIY Ta BiJEOCIIOCTEPEKECHHS, TOKEKHOT

CHTHaIi3allii TOIIO;

° 00’€KTH — pPCSKHMHI TPUMIIICHHS, Taki SK (CIemiaii3oBaHi) NPUMINICHHS 3
OOMEXEHHM JIOCTYIOM, CEpBEpHI MPHUMIIIEHHS, KOMYTAI[iliHI KIMHATH TOIIO, B SKUX PO3MIilleHA
iHXKeHepHa 1HPPACTPYKTypa, CEpBEpHE Ta MEpEeKeBe 00 THAHHS;

° MepPCOHAJ — KEPIBHUKU CAMOCTIHHHUX CTPYKTYPHHUX IMiJPO3IiJiB, M0 3a0€3MeUyl0Th
NPUKAHATTS PillIeHb Ta 3aranbHui rporec ynpasninas pecypcamu KBIT/KBH; npaniBauku banky, siki
3abe3neuyroTs pyHkuionyBanHs Cuctem ICT ta Cepgicis ICT; npauiBauku /IIb, siki 3a0e3nedyroTs
HaJIeKHUH piBeHb PYHKIIOHYBaHHA iH(popMariitHoi 6e3nexun/kidepzaxucty, Cucrem ICT ta Cepsgicis
ICT; mpauiBauku banky, siki BukopuctoBytoth Cucremu ICT Ta Cepsicu ICT (zo miei kareropii
BIJTHOCSTBCSI yCl MpaliBHUKK baHKy, sIKi HE HanekaTh 10 KEpPIBHUKIB CAMOCTIMHHMX CTPYKTYPHHX
HiApO3ALTIB Ta mpauiBHUKM banky, siki 3a6e3nedyrors GyHnkuionyBanHs Cucrem ICT ta CepsiciB
ICT).

4.6. bank 3axumae iHpopmauito 1 pecypcu KBII/KBH ¢i3uunumu, amapaTtHuMH,
MPOTPaMHUMH, HOPMAaTHBHUMH Ta IUBUTHHO-TIPABOBUMH IIIJISIXaMH.

4.7. baHK JOTPUMYEThCS HACTYHNHMX IIpaBMJI Ta BUMOI' B 4YacTUHI 3a0e3nedeHHs

iHpopManiiinoi 6e3neku, kibep3axucTy Ta 6e3mepepBHOCTI AiSUIBHOCTI:

® rpauiBHUKM baHKy Ta MNpamiBHUKK TPeTiX CTOpiH OepyTb ydacTb y MIATPUMII
BIJNOBITHOTO piBHA 1H(OpMaliiiHOi Oe3neku Ta Kidep3axUcTy B MeXaX CBOiX OOOB’S3KIB Ta
MOBHOBO)XEHb 1 HECYTh BIJNOBIJANBHICT, 3a HOro TMOpPYIIEHHS B MEXaxX, BCTAHOBJIEHHX

3aKOHO/IABCTBOM Y KpaiHU Ta JOKYMEHTaMH baHKy;

® JOTpUMaHHS BHMOT iH(opMaliiHOi Oe3mekd Ta Kibep3aXHCTy MiJl Yac po3poOIeHHS,

BIIpoBaKeHHs Ta pyHKuionyBaHHS Cuctem ICT/Cepgicis ICT;

e nyOmiuHi cepBich baHky Ta BHyTpiliHA Mepexa baHKy BiINOBIAIOTH BUMOTaM

iHpopMariiiHoi Oe3neKu Ta Kibep3axucry;
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e bBaHK BCTAaHOBIIOE Ta MOHITOPUTh BHKOHAaHHS YCiX BHMOT iH(popMalliifHoi Oe3meku Ta
Kibep3axucTy, K1 HasBHI B yroax 3 TPETIMU CTOPOHAMH, 30KpeMa CTOCOBHO y4acTi Y MIXKHAPOHUX

MJIATIKHUX CHCTEMaxX Ta CUCTEMax MepeKasy KOMTIB (BUMOTH 3alliKaBICHUX CTOPIH);

® rmpaliBHUKH baHKy CHCTEMaTHYHO MPOXOASTh HAaBYaHHS HOpPMaM Ta 3axojaaM
iHopmariiiHoi Oe3nekn Ta KiOep3axHuCTy, 3 3aXHUCTy NEPCOHAIBHHUX JaHMUX, 1H(QOPMAaIIHHUX

TEXHOJOT1H;

® rmpaiiBHUKH baHKy B MeXax CBOIX MOBHOBa)XCHb O3HAHOMIIIOIOTHCS 3 JOKYMEHTaMH 3
MUTaHb CUCTEMH YNPaBJIiHHA 1HPOpMaliifHOW Oe3mekor baHKy, siki MICTSATh BUMOTH Ta MpaBHIIA

iH(popMariiiHoi O6e3mexu Ta kibep3axucty B baHky;

e y baHKy CKJIaJaloThCs, AiF0Th, CUCTEMATHYHO TECTYIOTHCS Ta OHOBJIOIOTHCA IUIAHM HA
BUIIJIOK HA/[3BUYAHUX CUTYallili Ta KibepaTak:

- Ilman BigHoBiIeHHA mistasHOCTI AB “YKPI'ASBAHK™;

- Ilnan 3ab6e3neuenns 6e3nepeppHOCTi AisUTBHOCTI AB « YKPT'ASBAHKY;

- Ilnanu 3a0e3neveHHs Oe3nepepBHOro GyHKIIOHYBaHHS KPUTHYHUX Oi3HEC-HANIPSMIB;

- Ilnan 3a0e3neuenns Oe3nepepBHOCTI Ta BigHOBIeHHs ¢yHKIionyBaHHsI Cuctem ICT Ab
“YKPI'A3BAHK”;

- Ilman 3a0e3mneuenHs Oe3nepepBHOro (GyHKIIOHYBaHHS Jlupekuiii Ta BIIAUICHB
ABb «YKPT'ABBAHKY.

4.8. Ilpo xoxxHUU IHIUAEHT iH(pOpMaliliHOT Oe3meKu/KiOepiHIMIEHT MpaliBHUKH baHky
3000B'13aHI HerailHO CHOBICTHUTH CBOro 0€3MOCepeHbOr0 KEpiBHHKAa Ta JIeNapTaMeHT
iH(popMmariiiHoi 6e3nexu banky. baHkoM BiINOBIAHO A0 JOKYMEHTIB 3 MUTaHb CUCTEMU YIPaBIIHHSI
iHdopmariiiHoto Oe3nexoro banky mepenOaueHo aHami3 Ta peakiilo (B TOMY YHCII Ha PiBHI
KOMYHIKaIlii) Ha TOH YM IHIIMH IHIMASHT iHpopMaLiiHoi 6e3neKku/KiOepiHIMACHT. 3a pe3yabTaTaMu
aHalli3y BXXKMBAIOTHCS 3aXOM, HaNpaBlieHI HAa HEIOMYIICHHS MMOBTOPEHHS MOIIOHHUX IHIUICHTIB
iH(opMmarIiiHoi Oe3MmeKu/KiOepIHIINICHTIB.

4.9. 3mict IloniTuKu JOBOAMTHCS 10 BiJOMa BCIX MpaliBHUKIB baHKy y BCTaHOBIEHOMY B
banky nopsaxy.

4.10. 3wmict IlomiTUKM € NOCTYNHUM, 3a MOTpeOH, 3alikaBieHUM cTopoHaM. [lomiThka
po3mMirieHa Ha BeO-caiiti banky https://www.ukrgasbank.com, B pozini «I1po 6ank» — «BHyTpimiHi
JTOKYMEHTH.

4.11. Bci npauniBHuku banky mianmucyroTh 3000B’si3aHHS mpo 30epiraHHs iHdopmarii 3
oOMexeHUM J0cTynoM baHky Ta 3000B’s3aHHS PO TOTPUMAHHS BUMOT 3 iH(opMalliiiHoi Oe3neku
Ab «YKPI'A3BAHK». 11i 3000B’s13aHHS 3aUIIAIOTHCS YUHHUMH MTPOTITOM BCHOTO TIEPI0y poOOTH

npaiiBHuKa B baHKy Ta HeoOMeEXEHUH Yac Micis HOTo 3BITbHEHHS.
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4.12. Bci npariiBHUKH TPETiX CTOPiH, sKi MaroTh aoctyn no Cucrem ICT/CepgiciB ICT, Ha
BUKOHAHHS BUMOT YTOJU ITPO HEPO3TOJIOMICHHS iHpopMallii 3 00MeKeHIM JOCTYIOM (faii - Yrona),
JI0 TOTO, SIK BOHH INPHCTYIMAIOTh 10 BUKOHAHHS CBOIX OOOB’S3KIB, MiJNHCYIOTh 3000B’S3aHHS PO
Hepo3roJioneHHs iHpopmarii 3 oomexxenum goctynom Ab «YKPI'ASBAHKY, sike 3anuimaerbces
YUHHHUM MPOTITOM BChOTO NEpioAy Al YTOoAu 3 TPEThOI CTOPOHOIO Ta Miciis 3aKiHYeHHs il Yroau
MPOTSTOM TEPMiHY, 1110 BU3HAUCHHH II€EI0 Y TO0IO.

4.13. Bci npauiBauku baHKy, mpamiBHUKH TPETIX CTOPiH, HE3aJIEKHO BiJl PiBHIB IOCTYILY 10
indopwmartii, Cuctem ICT, CepgiciB ICT ta pecypcis KBII/KBH, MatoTh 10TpuMyBaTHUCh BUMOT ITi€i
[Tonituku.

4.14. baHk, pu OTPUMAaHHI TOCIYT, IO HAAAIOTHCA TPETIMH CTOPOHAMH, SKHM HAJaHO
noctyn 1o Cucrem ICT/Cepgici ICT, Bumarae 1oTpuMaHHsi BAMOT TPETIMH CTOPOHAMH HOPM IIi€l
[Tonituku.

4.15. baHKOM BUKOPHCTOBYIOTHCSI HACTYMHI MiIXOIU 1100 3abe3meueHHs iHpopMariitHoi

Oe3meKHr Ta Kibep3axucTy:

® CTBOPCHO Ta 3aTBEP/DKEHO Iepenik iHdopmartii, 1o MicTUTh iHpOpMaIlifo 3 00MEKEHUM

AOCTYIIOM;

e crtBOpeHo Ta 3arBepkeHo nepenik KBII/KBH, 3a sikuMu mpoBOIUTBCS OLIHKA PU3HKIB

iH(popMaliiiHOT Oe3MeKH Ta moaaibiia ix 00podKa;
e BcraHoBJIeHO npasumia goctyny 1o Cucrem ICT/Cepsicis ICT;

® 3a0e3MeuyeThCsl KOHTPOJIb (DI3UYHOTO Ta JIOTIYHOTO JOCTYIY 70 BCiX BU3HaueHUX Cucrtem

ICT/Cepsicis ICT;
e 3abe3neuyerbes nmaponabHuil 3axuct Cucrem ICT/Cepgicis ICT;
e 3a0e3neuyeThes anTuBipycHuUM 3axuct Cucrem ICT/Cepgicis ICT;
® 3a0e3MeuyeThes 3aXUCT Mepexi baHky;

e 3a0e3mneuyeThes 3aXUIICHUH BiJaIEHUH JOCTYH IO PeCypCiB Mepexi (JJOKaJIbHO1, Mepexi

Iarepuer);

® 3a0e3meuyeThbcsl 3aXUCT BiJ KibepaTak €JIeKTpOHHUX 1HGOpMaIdHUX pecypceiB, IO

JOCTYTIHI 3 Mepexi [HTEepHEeT Ta 1HIIKX M100aJIbHUX MEpeX Mepeiadl 1aHuX;
e 3abe3neuyeTbes iHBeHTapu3alis BusHaueHux pecypcis KBII/KBH;
e 3a0e3mnedyeTbest KpunrorpadiyHuii 3aXucT iHPOpMaLii;

e mpoBojsAThes BHyTpimmHI aynutu CYIb Ta anamiz CYIb 3 60ky kepiBHUKIB baHKy;
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® 3ilCHIOETbCS MOHITOPHUHT Ta BHockoHaneHHs CY1b.

4.16. lorpumanns Bumor 11i€i [TomiTrky Ta BUMOT 1H(MOpMaIliiiHoi 6e3nekn Ta Kibep3axucry
banky 103BOJUTH MiHIMI3yBaTH PH3UKH 1HGOpMAIiHOT Oe3meKkH, SKI MOXYTh MAaTH HETaTHUBHI
HaCi KK 1 baHky.

4.17. BaHkK KepyeTbCs PHU3UK-OPIEHTOBAHHWM INIXOJOM, SKHH 3a0e3nedye po3yMiHHS,
MOHITOPHHT Ta 3MEHIIEHHS PU3UKIB B THUX cdepax AisuibHOCTI baHKy, sSIKMM mpuTaMaHHI OiIbII
PHU3HKH, 30KpeMa OTNepallifHii PU3HK, BKIIOYAOUN PU3UKH 1HGOPMAIIIHOT Oe3MeKn/KiOepPU3HKH.
[IpuHIMD PU3UK-OPIEHTOBHOTO MiAXOJYy OUIBII JETAlbHO PErjJaMEeHTOBAHO BHYTPIIIHIMU
JIOKyMeHTaMH baHKy 3 MUTaHb CHCTEMH yIpaBliHHA iHpopMaliiHow Oe3nexoro banky.

4.18. 3 meTor0 peanizalii pu3HK-OpIEHTOBAHOTO Minxony y banky nitoTe Moienb NOpyIHuKa
Ta MOJIeNIb 3arpo3 kibep3axucry/indopmaniiiniii 6esneni banky (Hoxarok 1 go [lomituku). Moaensb
MOPYIIHUKA CKJIAJJAEThCSl HA OCHOBI aHANi3y TUITYy 3JI0BMUCHHKA, PiBHS HOTO MOBHOBa)XXCHb, 3HAHD,
TEOPETUYHHX Ta MPAKTUIHUX MOKITHBOCTEH.

Mogens TOpYIIHMKAa Ta MOJENb 3arpo3 Kidep3axucry/iHpopmaniiiHiii Oesmemi banky

BUKOPHUCTOBYIOTHCS y OIIHII pU3HKiB iH(opMaLiliHOT Oe3nekn baHky.

Posgin V. ®YHKIII VYYACHHUKIB TIPOIIECY IIOJO 3ABE3INEYEHHS
TH®OPMAIIIMHOI BE3NTEKH TA KIBEP3AXHCTY BAHKY

5.1. BO Ib:

- 3a0e3neuyye BUKOHAaHHS 3axoJliB, nepeabaueHux IlonoxenHsm Ne95, B Tomy umcii
CTpaTeriuHe KepiBHUIITBO 3 MUTaHb 1H(QOpMaliifHO1 6e3rieku banky, BU3HaUEHHS HAMIPSIMIB PO3BUTKY
iH(popMariiiHo1 Oe3neku banky, iX BIAMOBIIHICT CcTpaTerii po3BUTKY baHKy, BIANOBIHICTh 3aX01B
6e3nexu iHdopMmarii notpedam OGi3HEC-TTPOLECIB/MPOIYKTIB baHKy Ta KOHTPOJIb 3a BIPOBAHKEHHAM
3axo/iB Oe3neku iHpopmaii B banky;

- 3ale3neuyye BHUKOHAHHS 3axoJliB, nependaueHux Ilomoxennsm Nel78, B Tomy umcii
MPIOPUTETHOI peaizallii 3axo0/1iB Kibep3axucTy KpuTHYHOi 1HpopMaliitHoi iHppacTpykTypH baHky;

- 3a0e3mevyye BUKOHAHHS 3aX0/iB, nepeadaueHux [lonosxxenHsam Ne 43, B TOMy YHCIi 3aXUCT
iHpopMarii Ta Kibep3aXUCT yIaCHUKAMHU IIJIaTIXKHOTO PUHKY.

5.2. Komirer 3 nutanp ynpasiiHas iHpopmartiiiHoto 6e3nekoro Ab «YKPI'ABBAHKY (nani -
Kowmirer) € konerianpsHUM opranoM baHky 3 nuTanb BpoBakeHHs Ta pyHkuionyBaHHs CYIb, skuit
3MIIACHIOE KOOPAMHALIIO AISIIBHOCTI CTPYKTYpHUX MiApo3aitiB banky mono ¢yskuionysanus CYIb
Ta Ha SIKUH MOKJIa/IeHO 000B 130K BUKOHAHHS TAKMX OCHOBHHUX 3aBJIaHb:

1) mepermsia Ta moropkeHHs [lomituku, Ta Ctpaterii po3BUTKY iHGOpMarliiiHoi 6e3nexku Ab

«YKPI'A3BBAHK» na 2023-2025 poku;
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2) y3TrOJUKEHHST BIPOBAKEHHSI HOBUX MPOEKTIB, HAMPSIMIB, CTPATEr1YHUX 3aB/IaHb 3 MUTaHb
iHpopmaniiinoi 6e3nexu/kidep3axucty banky Ta 3axoiB iHpopmaniiiHOT Oe3meKH;

3) po3risiz, 3aTBEpKEHHS Ta KOHTPOJIb 32 BHKOHAHHSIM IPOEKTIB MO0 PO3POOJICHHS,
YIPOBAKEHHS, (PYHKIIIOHYBAaHHS, MOHITOPUHTY, IIEpersi Ly, MiATpUMaHHs Ta BiockoHaneHHs CY1b
banky;

4) BHU3HAYCHHS HEOOXIJIHMX ONTUMAIBHHX PECypCiB IS BIPOBADKCHHS 3aXOJiB
iHpopManiiiHoi 6e3neKu/Kibep3axucry;

5) opranizarlisi TpaKTUYHUX 3aXOJ(iB 1100 MiABUIICHHS 0013HAHOCTI/ HABYaHHS TIEPCOHATY
banky 3 nutane iHpopMariiHoi 6e3nexku/kidep3axucty (B Tomy uncii crangaptiB ISO/IEC rpynu
27000), cranmaptiB Payment Card Industry Data Security Standard (PCI DSS) ta VISA PCI PIN
Security (PIN Security) ta Konrmenmii 3a6e3neuenns 6e3neku kopuctyBadiB SWIFT i npunHIumam
3abe3nedyeHHs iHhopMaIliiHOT OE3IeKH;

6) 3a0e3meueHHs CBOEYACHOTO MOHITOPMHTY CTaHy BIIPOBA/KEHHS Ta €(EeKTUBHOCTI
¢ynkuionyBanas CYIb baHKy 3 mMoJanbIion0 OMIHKOI MOXIIMBOCTEH BIIOCKOHAJIECHHS Ta MOTPEOH
MIPOBEICHHS KOPUTYBATBHUX M.

JeransHo 3aBaanHs, GyHKii Ta BianosigansHicTe KomiTeTy BusHaueHi [lonoxkeHHsAM mpo
KOMITET 3 MUTaHb yrnpaBiiHHs iHbopMaliiiHowo Oe3nekoro Ab°«YKPI'ASEAHK».

5.3. JenaprameHT iH(popMalniiiHOi Oe3neku BUKOHYe (QYHKIIT 13 3a0€3MEUEHHS PEeXUMY
1H(popMaliiiHOT Oe3neKkn/Kibep3axucTy, OCHOBHUMH 3aBJIaHHSAMU SIKOTO €:

1) 3aGe3nedeHHs Ta KOHTPOJIb PO3pOOIEHHS BUMOT 111010 HanamTyBaHb Oe3neku Cucrem ICT
banky;

2) po3pobiieHHs a00 y4yacTb y pO3pOOJIEHHI JIOKYMEHTIB 3 MHTAaHb CUCTEMHU YIPAaBIIHHS
1H(popMaLIiHOIO O€3MeK010;

3) opranizamis Ta KOHTPOJb 3a BHUKOHAaHHSAM 3axoJiB II0A0 3a0e3NedeHHs Oe3MeKH
iHpopMaii Ha Bcix crafisx xkurteBoro mukiy Cucrem ICT banky;

4) opranizailis Ta KOHTPOJb TMPOIECY YIOPABIIHHS  IHIOUAEGHTaMHU 1H(pOpMaIiiHOL
0e31eKku/KiOepIHIUIEHTaMU;

5) B3aeMogisl 13 CTPYKTYpHHUMHM MiJpO3JUIaMUd B MpOIECi BiJHOBICHHA (PYHKIIOHYBaHHS
Cuctrem ICT banky micng 3060iB 'y poOOTI BHACHiJOK IHIUAEHTIB iH(opMariitHol
0e3neKn/KiI0epIHIUICHTIB.

JetanbHo 3aBIaHHs, (PYHKII Ta BIANOBIJANBHICTD JenapTaMeHTy iH(opmarliiiHoi Oe3neku
Bu3HaveHi [TonoxenHsam npo nenapramenT iHGopmaniiiHoi 6e3nekn Ab « YKPI'A3SBAHK».

5.4. IlpauiBHukn baHKy yCBIIOMIIIOIOTH Ba)JIMBICTH 1 HEOOXIIHICTH YBaru J0 HampsiMKy
iHdopmarriiinoi Oe3neku/kidep3axucty baHkKy, TOTpHUMYIOThCS Ta Oe33alepeyHO BUKOHYIOTH BCl

MpaBujia, MPOIEAYpPH Ta BUMOTH JOKYMEHTIB 3 TUTaHb CHCTEMH YNPaBIiHHSA 1HGOPMAIIIHOIO
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Oesrniekoro, BkasziBku/pimeHHs KepiBaukiB banky/Komitery Ta pemapramenty iHdopmaliiiHoi
0e3meKkH 100 MIATPUMKH HAJEKHOTO cTaHy iH(opMaiiifHOoi Oe3nekn/Kidep3axucry, a TaKoX

CHIPUSIIOTH PO3BUTKY iHpOpMaLiliHoi 6e3nexu/Kibep3axucty B banky, y pa3i HeOOXiqHOCTI.

Pozznin VI. KOHTPOJIb TA BIAINIOBIJAJIBHICTD

6.1. Omuc cucteMu BHYTPIIIHBOTO KOHTPOITIO Oi3HEC-Tipotecy “Metoomoris iHpopmamiiHoi
6e3nexn” BuzHavaeThes B Jlogatky 2 no Ilomituky.

6.2. KepiBHuku baHnky 4iTKO po3ymitoTh, 10 iHGOpMalliiiHa O0e3mneka Ta Kidep3axuct banky €
OCHOBOIO KUTTENIsUIbHOCTI baHky Ta 3a0e3neuyroTh (Oprani3amiiHo Ta (iHaHCOBO) BIPOBAKEHHS,
HiATPUMKY Ta KOHTPOJIb HAJISKHOTO piBHS iH(opMarliitHoi Oe3neku Ta kibep3axucry banky.

6.3. KepiBauku banky niarpumyroTs iHdopMmaliiiny 6e3nexy Ta kibep3axuct B Mexax baHky
LUIIXOM YITKOI'O PEryJIOBaHHS, MiITBEP/PKEHUX 3000B’sA3aHb, YITKMX HPU3HAYEHb T4 BU3HAHHS
BIJIITOBIJAJIHOCTI.

6.4. BO Ib € BianmoBigansHuM 32 iHpopMariiiHy 6e3nexy Ta kibep3axuct banky.

6.5. KoxHwmii mpariBHUK HEce BIANOBIAATIBHICT 3a AOTPUMAHHS HOPM iHQOpMamiiHOL
Oe3neku Ta Kibep3axucty banky.

6.6. KoxxeHn ctpykrypHuii miapo3ain banky Oepe y4acTb y miITpUMII BiIOBIIHOTO PiBHS
iH(popMariiiHo1 Oe3neku Ta Kibep3axucty baHky B Mexkax CBOIX (PYHKI[iMl Ta MOBHOBa)X€Hb, HECE
BiJITIOBITAJIEHICTH 32 iX MOPYIICHHS B MEXaX, BCTAHOBJICHUX YHHHUM 3aKOHOJABCTBOM YKpaiHU Ta
BHYTpILIHIMU ToKyMeHTamH baHky.

6.7. Cy0’ext CYIb HecyTh BiANOBIAAIbHICTh 32 BUKOHAHHSA CBOIX (YHKIIIN, epeadaueHnx
Pozninom 5 mwiei Tlomituku. BigmoimanbHicTh cy0’ekTiB CYIb Bu3HayaeTbes BiIMOBIAHO 0

3aKOHOJABCTBAa YKpaiHU Ta TIOKyMeHTIB baHky.

Pozaia VII. IPUKIHIOEBI TOJIOKEHHS

7.1. s ITonituka HaOupae YUHHOCTI 3 AaTH ii 3aTBepkeHHs HarnsgoBoro panoro banky.

7.2. 3mian Ta pomoBHEeHHs 10 miei [lomiTukum 3aTBepmKyroThes HarnsimoBoro pamoro Ta
HaOWparOTh YUHHOCTI 3 JaTH 1X 3aTBEPIXKCHHSI.

7.3. Y pasi BHECEHHs 3MiH [0 3aKOHOJAaBCTBa YKpaiHM a00 HOPMAaTHBHO-IIPABOBUX aKTiB
HarionansHoro 6anky Ykpainu us [lomituka i€ y Tiif yacTuHi, 110 HE CYNepeunTh 3aKOHOJABCTBY
VYkpaiau, 10 MOMEHTY BHECEHHS BIAMOBIIHMX 3MiH, aKTyaii3arii a0o BUJaHHS HOBOI 11 pemaxiiii,
3TiJIHO BCTAHOBIICHOTO B baHKy MOpsAKY.

7.4. Lz IloniTuka miassrae nepioAMyHOMy neperisay He piame 1 (ogHoro) pasy Ha pik.

7.5.'Y pasi, SKIo npu 3aiicHeHH] neperasaay i€l [TomiTHKY y cTpoK, 3a3HaUEHUH Y MyHKTI

7.4. uiei Ilomituku, BaacHUKOM [loiTHKM BCTaHOBJIEHA BIAMOBIAHICTH YMHHOI Bepcii [lomiTuku
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3aKOHO/IABCTBY YKpaiHHW, y TOMY YHCIIi HOPMAaTHBHO-NIPAaBOBUM akTaM HarmioHambHOTO OaHKY
Vkpainu, gis Skux HommproeTbes Ha bank, g [lomiThka BBaXKaeThCs aKTYAIbHOIO Ta MiIJIATAE

HACTYITHOMY TIEPETJISIIy HE IMi3HIIIe CTPOKY, 3a3HAYEHOTO B MyHKTI 7.4 1iel [lomiTuku.
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